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Cryptocurrencies and Corruption’

Petr WAWROSZ — Jan LANSKY*

Abstract

The paper focuses on the links between cryptocurrencies and corruption. After
providing an overview of the literature dealing with the topic, it presents an outline
of possible scenarios for how cryptocurrencies can be used in corruption-tainted
contracts. The scenarios imply that cryptocurrencies can reduce the costs and
risks related to a corruption-tainted contract and make it easier to transfer the
corruption-based benefits on an anonymous basis. Their existence also allows
corruption-tainted contracts to expand to areas where this did not bring any eco-
nomic advantages in the past. The paper then explores whether there are any empir-
ical correlations between cryptocurrencies and corruption in different countries.
The numbers of Bitcoin automated teller machines (ATM) and cryptocurrency users
were used as a proxy for cryptocurrencies and the Corruption Perception Index
(CPI) as a proxy for corruption. Although we did not find any clear relationships,
we discovered that the largest number of owners or users of cryptocurrencies is in
countries with a high prevalence of corruption, but the level of corruption in them
did not exceed the critical limit (around the value of 30 points of the CPI index).

Keywords: cryptocurrency, cryptoasset, corruption, Bitcoin, Bitcoin ATM, cor-
ruption owner or user

JEL Classification: D73, E59
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Introduction

Cryptocurrencies are a relatively new phenomenon. The first cryptocurrency
was created in 2009, yet their boom only began after 2015. Inevitably, the scienti-
fic literature dealing with this matter is thus also new. Although it is experiencing

* Petr WAWROSZ — Jan LAN SKY, University of Finance and Administration, Estonskd 500,
100 01 Prague 10, Czech Republic; e-mail: wawrosz.petr @mail.vsfs.cz; lansky @mail.vsfs.cz

! The result was created in solving the student project Intercultural communication: the research
on the concept of cultural intelligence (CQ) using objective oriented support for specific university
research of the University of Finance and Administration, Prague, the Czech Republic.



688

relatively tumultuous growth (for instance, there were around 3200 articles about
cryptocurrencies in scholarly journals recorded in the Proquest database till middle
of May 2021, of which about 1900 have been published after December 2018),
the research performed thus far does not sufficiently address all issues related to
the challenges posed by cryptocurrencies. These include the link between crypto-
currencies and corruption. This paper aims at bridging that gap, at least partially. It
focuses on how cryptocurrencies can be used for corruption contracts and whether
it is possible to establish a correlation or, if appropriate, causality between the
level of corruption and the extent to which cryptocurrencies are used in different
countries.

For the purposes of the paper, corruption is defined according to Wawrosz
(2019, pp. 270 — 271): “any behavior that deviates from generally accepted for-
mal and informal obligations in order to achieve private gain. Corruption is
a form of business. On the one hand, there is a subject possessing a certain form
of power, whether it be of action or decision. This person is called “the corrupt
agent” and can include more than one person (e.g. two or more government offi-
cials). The corrupt agent is violating their duties and obligations because they or
another subject (e.g. a corrupt relative) has or may benefit from a violation. On
the other hand, there is a second subject called “the corrupting agent,” who once
again can consist of several people (e.g. players of a sport club). The corrupting
agent gives or promises to benefit the corrupt agent if the corrupt agent violates
their duty. The violation is beneficial for the corrupting agent. By the actions of
the corrupt agent, the corrupting agent or some related agent such as a relative
may gain some benefits at the expense of a third party that does not participate in
corruption.”

The paper is structured as follows. The first chapter deals with the substance
and ownership of cryptocurrencies. The second chapter presents an overview of
literature related to the link between cryptocurrencies and corruption. The third
chapter shows how cryptocurrencies can be used in corruption contracts and the
consequences of their use. The fourth chapter focus on the empirical correlations
between cryptocurrencies and corruption and their possible causalities. The con-
clusion summarises the key findings.

1. The Essence and Ownership of Cryptocurrencies
1.1. The Essence of Cryptocurrencies

Cryptocurrencies are decentralised payment systems in which ownership is
demonstrated solely through the use of cryptography. The formal definition of
cryptocurrencies (Lansky, 2018a, p. 19) imposes the following six requirements
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on the payment system: 1. The system reaches consensus on its status on a de-
centralised basis without the assistance of a central authority. 2. The system
keeps an overview record of cryptocurrency units and their ownership. 3. The
system defines conditions for how new units come into existence and how their
ownership is determined. 4. The ownership of cryptocurrency units is demon-
strated solely cryptographically. 5. The system makes it possible to make trans-
actions to change the ownership of cryptocurrency units. The ownership of these
units must be demonstrated to be able to carry out the transaction. 6. If two
transactions changing the ownership of the same cryptocurrency units are en-
tered at the same moment, only one of them is realized.

At first, the European Banking Authority (2014, p. 11) classified cryptocur-
rencies under the category of virtual currencies. A virtual currency is a digital
representation of value that is not issued by the central bank and is not linked to
the value of the fiat currency but is accepted as a means of currency. Virtual
currency can be transferred, deposited, and traded electronically. At present the
European Banking Authority (2019, p. 4) classifies cryptocurrencies under the
category of cryptoassets. Cryptoassets are a type of private asset that depends
primarily on cryptography and distributed ledger technology. Cryptoassets can
have payment, investment, and utility functions. They can be subdivided into
centralised and decentralised cryptoassets. Cryptocurrencies are decentralised
cryptoassets. Centralised cryptoassets include the predecessors of cryptocurrencies,
which will be classified in this paper under the more generalised category of
centralised digital currencies, given that this is the more established classification.

The design of Bitcoin (Nakamoto, 2008, pp. 2 — 3), the oldest cryptocurrency,
was published in October 2008, yet the cryptocurrency itself was not launched
until the beginning of January 2009 (Blockchain Luxembourg, 2009). According
to the Coinmarketcap (2021), there are currently over 8,000 cryptocurrencies that
can be traded on a cryptocurrency stock exchange. Their total market capitalisa-
tion exceeds USD 1,500 billion and their daily trading volume is over USD 100
billion. The most important cryptocurrencies by their market capitalisation include
Bitcoin, Ethereum, Tether, Binance Coin, Cardano, Polkadot, XRP, Litecoin,
and Chainlink (Coinmarketcap, 2021).

Before the emergence of decentralised cryptocurrencies, there was a range of
centralised digital currencies in existence. These centralised digital currencies
differed from cryptocurrencies in their need to have an operating organisation,
called a central authority, which carried out the settlement of transactions. This
central authority prevented a double spending attack in which the sender, having
one unit of the digital currency at its disposal, would send the same one unit of
the digital currency to two different beneficiaries at the same time. Without the



690

central authority it would not be possible to determine which of the two transac-
tions is valid (Clark, 2016, p. 17).

The existence of the central authority is the weakest point of a centralised
digital currency. A centralised digital currency may come to an end if its central
authority faces economic problems (such as DigiCash — for details see e.g. Clark,
2016, p. 11). The central authority may also cease to exist due to the intervention
of a state power, examples of which include the centralised digital currencies
Liberty Reserve and e-Gold dissolved in this manner in the U.S. (Clark, 2016,
p- 20). The implementation of applicable laws or court decisions by the central
authority may also be enforced by state power. In this manner, state power can
prohibit certain transactions or even seize ownership of a centralised digital
currency units from its owners. In cryptocurrency schemes the central authority
is replaced with a decentralised anonymous network, thereby eliminating the
weakest point of centralised digital currencies. With cryptocurrencies it is not
possible to identify the operating organisation, and state power is therefore una-
ble to enforce the implementation of applicable laws or court decisions. Crypto-
currencies provide the certainty of uncensored transactions and make it impossible
to seize ownership without the owner’s consent.

1.2. Ownership of Cryptocurrencies

The ownership of cryptocurrency units is entirely different from the owner-
ship of both tangible and intangible assets. The ownership of cryptocurrency
units consists of knowledge of a private key. For any transaction that transfers
cryptocurrency units to the benefit of their new owner, it is essential to demon-
strate knowledge of the private key corresponding to these units. The private key
is a random number, usually consisting of 256 bits. You can imagine this number
as a sequence of 256 zeros and ones. The private key is used to create a public
key using elliptic-curve cryptography. The public key is then used to generate an
address. The address cannot be inverted to identify the public key and the public
key likewise cannot be inverted to identify the private key (Antonopoulos, 2017,
p. 57). For simplification, we will say that the address is generated from the pri-
vate key. Where an address is generated from a given private key, this private
key will be referred to as the private key corresponding to a given address.

The cryptocurrency units are stored under an address. A person who proves
knowledge of the private key corresponding to a given address is entitled to car-
ry out the transaction, i.e. to transfer these units to the benefit of another person.
Proof of knowledge of the private key is provided using the cryptographic signa-
ture of the transaction intended to transfer the cryptocurrency units. A calcula-
tion is performed, but only the person who knows the relevant private key is able
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to complete it. In the proof procedure itself, however, the private key is not dis-
closed (Antonopoulos, 2017, pp. 139 — 140). If there are cryptocurrency units
present under an address, we cannot know whether they have an owner or own-
ers. The private key might not exist, there can be a single copy of the private
key, there can be several copies of the private key, or the private key might even
be openly published. If there is no transaction carried out to transfer the crypto-
currency units from that address to the benefit of another address, it cannot be
determined which of the above options took place. Once a transaction was made,
it is possible to exclude the option that there was no copy of the private key; the
person who carried out the transaction must have used the private key.

Once a transaction is carried out, there is a person under the old address who
can be referred to as the former owner of the cryptocurrency units. Nevertheless,
we do not know whether there is an owner of the cryptocurrency units under the
new address. Consequently, ownership can only be determined in reference to
the past; it is possible to determine that cryptocurrency units had an owner when
they are sent. The identity of the person who carried out the transaction cannot
be established unless the person takes steps resulting in his or her identification,
either knowingly or by negligence. For the reasons described above the ownership
of cryptocurrency units is sometimes called Schrédinger’s ownership (Lansky,
2020, p. 56). Until a transaction is made, it is impossible to determine whether
there is an owner or who the owner is. Once a transaction is made, it is possible
to identify the previous owner but not the new owner. This is analogous to the
world of quantum physics and the Schrodinger’s cat paradox (Schrodinger,
1935, p. 809). The analogy consists in the impossibility of determining the status
(in our case: who is the owner of the cryptocurrency) until a measurement is
made (in our case: a transaction).

2. Literature Review of the Relations between Corruption
and Cryptocurrencies

Most texts dealing with the relationship between cryptocurrencies and corrup-
tion focus only on the issue of whether cryptocurrencies can facilitate corruption
or, on the contrary, reduce corruption. The authors who believe that cryptocur-
rencies can serve as means for corruption transactions usually emphasize the
anonymity of cryptocurrency users. Lovell (2019) focuses on Bitcoin and notes
that it is a quasi-anonymous currency. If a transaction is made in Bitcoins, every-
one with access to the blockchain, which plays the role of a public ledger of trans-
actions made, can easily find information about that transaction (information
about address of origin, address of destination, amount sent).
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However, the parties to the transaction or the reason for the transaction remain
unknown. In addition to the quasi-anonymity of transactions, which can be mis-
used by persons committing crimes, Campbell-Verduyn (2018) points out that
the transactions take place in real time and that it is difficult for state authorities
to crack down on these transactions in any manner. Dabrowski and Janikowski
(2018) note that cryptocurrencies can be used to circumvent various sanctions
and restrictions imposed by state authorities. Foley, Karlsen and Putnins (2018)
estimated that approximately one-quarter of bitcoin users and one-half of bitcoin
transactions are associated with illegal activities. These are not limited to corrup-
tion but also include money laundering, tax evasion, illegal acquisition of drugs
and weapons, terrorism financing, theft, and fraud (Besharat, 2019; Ciupa, 2019).
Albert et al. (2019) analyse how cryptocurrencies facilitate the money laundering
process and conclude that corrupt firms and criminal organizations can convert
their earnings into cryptocurrencies and then transfer these funds anywhere in
the world to evade tax authorities. This increased protection aids the money
laundering process because it allows criminal organizations to gain full access to
and control over all the revenue they produce. Simonova, Centés and Belés (2019)
emphasize that there is often a lack of regulatory oversight for financial innova-
tions including cryptocurrencies, which means that they often lack a mechanism
for clear measurement of risk in their operations.

A number of authors (e.g., Aldaz-Carroll and Aldaz-Carroll, 2018), however,
take the opposite view, arguing that cryptocurrencies can reduce corruption.
They believe that if a cryptocurrency contains information about all transactions
made in the past, it is possible to identify, at least approximately, the different
parties to the transactions from the history thereof using current methods (big
data analysis) or, where appropriate, it would be possible to create a cryptocur-
rency where information about the contracting parties is included in the trans-
action. Konashevych (2017), Sayed and Abbas (2018) are convinced that the
decentralised nature of cryptocurrencies could result in decreased governmental
regulation or increased liberalisation, where applicable, thus reducing the rea-
sons why people resort to corruption. Similarly, Katona (2018) concludes that
blockchain technology will make it possible to eliminate intermediaries and carry
out transactions in a transparent manner. This will result in reduced costs, thus
rendering useless any corruption aimed at avoiding the costs.

De Souza, Luciano and Wiedenhdft (2018) argue that blockchain can mitigate
factors contributing to corruption. The principal-agent theory (e.g., Aidt, 2016)
sees corruption as a sign of the principal-agent problem and information asym-
metry. Corruption is engaged in by an agent who is hired by the principal to
achieve the outcome desired by the principal. While the principal wants the
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agent to always act in the principal’s interest, it is difficult for the principal to
monitor the agent’s activities, which leaves the agents with a certain scope for
promoting their own interest, which is contrary to the principal’s interest. Many
authors (e.g., Klitgaard, 1988; Gong, 2002; Osipian, 2013; Osrecki, 2015) see
corruption as a relationship between the agent and another party, in which the
agent betrays its principal to receive personal gains. De Souza, Luciano and
Wiedenhoft (2018), however, emphasize that blockchain is publicly accessible
and that the parties to the contract can have equal access to information, which
reduces the information asymmetry, thus making the scope for corruption smaller.
Other authors (e.g., Deshwal, Singh Kaurav and Thakur, 2019; Mackey and
Cuomo, 2020; Berg, Markey-Towler and Novak, 2020; Sladi¢ et al., 2021) de-
scribe different ways how blockchain technology can be used as a tool for trans-
parency and a mean to fight corruption in developing countries — namely, 1. the
impossibility of encrypting servers at the same time, which reduces the risk of
illegal attack; 2. the ability to detect and prevent fraud in the procurement pro-
cess; 3. the fact that smart contracts based on blockchain are self-enforcing — in
their pure form (that is, where all triggers and conditions of the contract are
managed on-chain) they do not need any external authority to enforce or other-
wise manage disputes; and 4. blockchain allows for transactions to be recorded
in an immutable and tamper-proof manner.

It is essential to emphasize that the above optimism is not shared by all authors.
Ferris (2018) points out that transactions on a blockchain may still be: unauthor-
ized, fraudulent or illegal; executed between related parties; linked to a side
agreement that is “off-chain”; or incorrectly classified in the financial statement.
Similarly, Nickerson (2019) states that blockchain can only be aware of the in-
puts, not the reality. The blockchain will track it as valid data, so if you have the
authority to input bad data, then the blockchain will validate the bad data. You
still have a dependency on real-world, trusted sources of data and authorization.
If you corrupt that, then you corrupt the process. Simply put, if those in power
still seek to perpetrate frauds, especially those that involve collusion, blockchain
may not be a deterrent. Dudley, Pond and Carden (2019) thus offer, in our opinion,
a realistic vision emphasizing the fact that cryptocurrencies may reduce corrup-
tion, as well as the fact that they can contribute to corruption.

3. Abuse of Cryptocurrencies in Corruption

In this chapter, we first present three basic scenarios (S1, S2, and S3) of po-
tential abuse of cryptocurrencies in corruption; see Figure 1. We work with as-
sumptions that a corrupt agent (X) has violated its duties and a corrupting agent
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(Y) benefits from the violation. The cryptocurrencies that X receives from Y
represent X’s remuneration for its actions as a corrupt agent. The different sce-
narios are divided into four stages marked P1, P2, P3, and P4. Some scenarios
include only three of the four stages and some stages (in particular P3) differ
slightly for each scenario.

Figure 1
Scenarios of Potential Abuse of Cryptocurrencies for Corruption Purposes

S2,83 $1, 83

P1. Corrupt Agent X gives
his cryptocurrency address |- - """ >
to Corrupting Agent Y

P2. Corrupting Agent Y
gets the cryptocurrency

S1, 82, 83 P3. Corrupting Agent Y sends the
cryptocurrency to Corrupt Agent X

\4

$1, 82,83 P4. Corrupt Agent X uses the
cryptocurrency

Source: Prepared by the author.

Scenario S1 is an analogy to hiding the cash in a secret location. The corrupt-
ing agent (Y) gets hold of an arbitrary cryptocurrency (P2), which she sends in
a transaction to a newly created addressed intended for the corrupt agent (X). In
the next step, Y provides X with the private key to this newly created address
(P3). When the private key is handed over (P3), X may not necessarily have any
cryptocurrency knowledge whatsoever, and might not even understand what he
just received from Y. Moreover, Y may have a copy of the private key in her
possession. In such case, if X does not transfer the bribe to the benefit of an
address he specifies (P4), Y might be faster and take the bribe back by carrying
out a transaction in favour of an address she specifies herself. This is a typical
example of Schrodinger’s ownership.

Scenario S2 is an analogy to sending a bribe to an anonymous bank account.
X provides Y with his cryptocurrency address (P1). Y buys the cryptocurrency
and instructs the seller to send it directly to X’s cryptocurrency address (P3).
X, in turn, can use the cryptocurrency available under his address (P4).
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Scenario S3 assumes that both X and Y are familiar with the use of crypto-
currency. X provides Y with his cryptocurrency address (P1). If Y owns the rel-
evant cryptocurrency in the required amount, P2 is skipped and Y sends the
cryptocurrency straight to X’s cryptocurrency address (P3). X can then use the
cryptocurrency available under its address (P4).

There are other scenarios requiring advanced user knowledge of cryptocur-
rencies from both X and Y. They include using “smart contracts”, i.e., a decen-
tralized program carried out in the blockchain of another cryptocurrency (usually
Ethereum). For example, X can use a smart contract to create a new, worthless
cryptocurrency and sell its units to Y who pays to X for selling. Or the smart
contract can be used to run a game of chance in which Y loses a bet against X. In
both situations, X receives renumeration that may be related to the violation of
its duty that is convenient for Y. But the details of such scenarios are quite diffi-
cult for our purposes.

In all scenarios, stage P4 consists of profit from corruption gained by the
corrupt agent. The corrupt agent can have faith in cryptocurrencies and may
decide to keep the bribe in the form of the cryptocurrency for a long period of
time, e.g., as savings for retirement. If X safely stores the private key from his
address, e.g., by learning it by heart, it can even be impossible to determine
whether X’s address has an owner, much less whether X is the owner. For in-
stance, X might just wish to punish Y does not wish to derive any gain from the
bribe for itself or any other person, so X has provided Y with an address for
which nobody knows the private key. In general, as long as X, or someone to
whom X reveals his private key, uses the cryptocurrencies that X received from
Y, it will be difficult to prove that X gained any benefit from his actions violat-
ing any of its duties. Revealing X’s corruption will thus not be easy.

If X decides to spend the cryptocurrency, he can do so by converting them to
a fiat currency or by purchasing goods. X will transfer the cryptocurrencies from
the current address to the address of the counterparty giving X the requested fiat
currency or goods. This transaction is recorded in the blockchain. At that mo-
ment, it is possible to prove that someone had a private key to that address and,
thus, derived a benefit from the bribe. However, if a cryptocurrency with a high
level of anonymity was used for the bribe, such as Monero, even the blockchain
does not make it possible to prove that the transaction was carried out from X’s
address. Monero anonymises the sender in the transaction using a mechanism
called ring signatures (SerHack, 2018, p. 68). Consequently, in such case, it is
impossible to prove that X used the cryptocurrency obtained through corruption,
which in turn makes it difficult to expose the corruption.
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Y, when purchasing the cryptocurrency, and X, when selling it (if applicable),
can be identified under the Know Your Customer (KYC) procedure, in which the
trader must keep the clients’ personal data and disclose that data if ordered to do
so by state authorities. When using a cryptocurrency with a low level of ano-
nymity, suspicion indicating an interrelation between them can be raised based
on the executed transaction stored in the blockchain. But, if a cryptocurrency
with a high level of anonymity such as Monero, is used this link is not created in
the blockchain; nevertheless, a connection can be demonstrated between the
purchasing time of X and the selling time of Y, and the amount of the cryptocur-
rency purchased and sold. However, it is essential to emphasize that cryptocur-
rencies can also be purchased and sold on a fully anonymous basis; for example,
at a meeting of cryptocurrency fans. Anonymous exchange is also possible using
Bitcoin ATMs, which do not require identification for exchange transactions up
to EUR 1,000. Nevertheless, one can also carry out multiple exchange transac-
tions within a period of time or use a number of different Bitcoin ATMs.

The above scenarios imply that cryptocurrencies allow parties to a corrup-
tion-tainted contract to transfer a bribe (or more generally, a benefit received by
a corrupted agent or a person related to that agent) in a relatively highly anony-
mous manner. Cryptocurrencies thus extend the possibility for corruption to the
situations which, until now, had posed the risk that the bribe would identify the
parties to the corruption-tainted contract and expose their corruption behaviour.
If fiat money is used as a bribe, handing over such bribe in cash is associated
with the risk of loss or the risk that counterfeit bills will be used for the bribe. In
bank transfers, it is nowadays relatively easy to identify both the payer and the
beneficiary. Other forms of bribes often require a personal meeting between the
corrupting agent and the corrupt agent or other persons representing them. Crypto-
currencies reduce those risks at least partially. Although the corrupting agent
must still find a suitable person who will violating its duties in favour of the
corrupting agent, this search can nowadays take also place online. Consequently,
cryptocurrencies together with the online environment reduce the transaction
costs of corruption, making contact between the parties to a corruption-tainted
contract easier. All of this can result in the expansion of corruption practices.

4. Empirical Relationships between Cryptocurrencies and Corruption
4.1. Bitcoin ATMs or Users and Owners of Cryptocurrencies and Corruption

In the second chapter, we mentioned that there are two contradictory ap-
proaches appearing in the literature thus far as regards the relationship between
corruption and cryptocurrencies: 1. Cryptocurrencies can facilitate corruption
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transactions; 2. The technology behind cryptocurrencies results in increased
transparency, which reduces the possibilities for corruption behaviour. In this
chapter, we focus on whether, for countries with data available, there are any
empirical relationships proving either of the above approaches.

It is essential to emphasize that empirical relationships between corruption
and cryptocurrencies are difficult to investigate because both corruption and the
representation of cryptocurrencies in a certain society are not easy to measure.
As regards corruption, the literature (e.g., Rose-Ackerman and Palfika, 2016)
mostly shares the view that corruption can be expressed only indirectly since, as
a rule, it consists of concealed behaviour. Most commonly, corruption is pre-
sented by means of corruption indices, the best known of them being the Corrup-
tion Perception Index (CPI) compiled annually by Transparency International.
The index ranges from O to 100 on the following principle: the higher the value,
the less prone to corruption the country is (for details on the index, see for example
Lambsdorff, 2007). The index is subject to several objections (see for example
Charron, 2016), in particular that it reflects the opinion on how widespread cor-
ruption is in the given country, while this opinion may vary significantly from
reality. Despite these objections, CPI and other indices are commonly used by
scientific literature as a measure of corruption; Campos, Dimova and Saleh
(2016) indicate that CPI is used in approximately 40% of texts examining the
relationship between corruption and another variable. We will therefore use this
index as a representation of corruption as well.

Given the anonymity of cryptocurrencies, it is not possible to unambiguously
identify the countries where the users of cryptocurrencies live. As a result, it can
only be determined indirectly whether cryptocurrencies are widespread in a coun-
try. One of the easiest ways to obtain a cryptocurrency, which is also anony-
mous, is to use an automated teller machine (ATM) which can change a fiat cur-
rency to a cryptocurrency. The number of such automated teller machines can
thus be used as a proxy for the presence of cryptocurrencies — one can presume
that the higher the number of those ATMs per inhabitant in a given country, the
greater the extent to which cryptocurrencies are used in that country. The current
data (from autumn 2019 and autumn 2020) available on the number of automated
teller machines in the different countries concern only Bitcoin ATMs per 1 million
inhabitants (see Coin ATM Radar, 2019 or 2020); nevertheless, Bitcoin is the
most frequently used cryptocurrency (Lénsky, 2018b). There is data available for
170 countries and there is at least 1 Bitcoin ATM in approximately 80 countries
for both years (there are slight differences for each year). Regardless of the
standard objections to their validity (see for example Staddon, 2017), question-
naire surveys may be another source of data on how much cryptocurrencies are
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represented in each country. In 2019 and 2021, two surveys were published
(Bucholz, 2019, or 2021) covering 46 (2019) and 55 (2021) countries, in which
survey participants were asked if they used or owned cryptocurrencies.

Based on the above data we investigate whether there is a statistically signifi-
cant relationship for the examined samples between the number of Bitcoin auto-
mated teller machines per 1 million inhabitants or the number of users and own-
ers of cryptocurrencies (as proxies for cryptocurrencies, the dependent variable)
and corruption represented by CPI. As the CPI value in a single year can be dis-
torted by an incidental fluctuation, an arithmetic average of these index values in
the period 2016 — 2018 (for 2019 cryptocurrency data) and 2018 — 2020 (for
2021 cryptocurrency data) were used. These time ranges were chosen because, if
both cryptocurrency proxies relate to corruption, the decision whether to install
a Bitcoin ATM or to buy a cryptocurrency due to corruption is probably based
on longer experience.

The use of cryptocurrencies can be affected by several other factors. The
following ones connected with corruption (see for example Rose-Ackerman and
Palfika, 2016; Charron, 2016; Mungiu-Pippidi and Heywood, 2020) were used
as control variables: GDP per inhabitant in constant prices, inflation, unemploy-
ment, gross government debt, and the values of the Doing Business Index and
Human Freedom Index (the higher the values of the index, the more favourable
the conditions). We created linear regression models for each cryptocurrency
proxy where the proxy and all control indicators were independent variables and
corruption the independent one. Both models were tested for linearity (by resi-
duals), perfect collinearity (by variance inflation factor), zero expected value,
homoscedasticity (by Breusch-Pagan test), and normality (by Shapiro-Wilk test)
and they met all conditions. However, the coefficient of determination R* was
low for both dependent variables (for the number of Bitcoin ATMs, 0.22, and for
the number of the user or owners of cryptocurrencies, 0.11). None of the varia-
bles used is statistically significant and no clear relationship was found between
our proxies for cryptocurrencies and corruption. Similarly, there is no significant
interaction among any cryptocurrency proxy and any control variable, we did not
thus find that corruption affect cryptocurrencies indirectly.

We tested our model in the opposite direction by using CPI as the dependent
variable and all other variables, including the number of Bitcoin ATMs or num-
ber of users or owners of cryptocurrencies, as the independent ones. The coeffi-
cient of determination R* is 0.87 (the model including the number of Bitcoin
ATMs) respectively 0.82 (the model including the number of users or owners of
cryptocurrencies), but neither number of Bitcoin ATMs nor the number of users
or owners of cryptocurrencies have a statistically significant impact on corruption.
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The main factors affecting CPI in both models are GDP per capita, the Doing
Business Index, and the Human Freedom Index, which corresponds to previous
studies (for details see for example Mungiu-Pippidi and Heywood, 2020). Using
a simple Pearson’s correlation coefficient gives a positive correlation of 0.39
between corruption and the numbers of Bitcoin ATMs and a negative correlation
of —0.14 between CPI and the number of users or owners of cryptocurrencies.
Such values are too low to indicate any clear relationships.

Table 1
Empirical Relationships among Cryptocurrencies and Corruption
Independent Dependent variable Independent Dependent variable
variables ATM Users of variables cpl
cryptocurrencies

CPI -0.073 -0.012 ATM (for fifth -0,07345 0,047

(0.173) (0.074) column), Users of 0,174) (0,278)
cryptocurrencies
(for sixth column)

GDP 0.00001 -0.000 GDP 0,0003** 0,0005***
(0.00001) (0.000) (0.0001) (0,000)

Inflation 0.059 0.041 Inflation 0,205 0,022
(0.160) (0.091) (0,157) (0.176)

Unemployment 0.055 0.074 Unemployment 0,4413 0.117
(0.273) (0.016) (0,264) (0.051)

General government | —0.0001 -0.032 General govern- —-0,0002 0.004

gross debt (0,0002) (0.016) ment gross debt (0,0002) (0.032)

Doing Business 0.231 —-0.203 Doing Business 0,635* 0.365
0.277) (0.124) (0,258) (0.240)

Human Freedom 4.821 -0.349 Human Freedom 13.58%%%* 6.565%#*

Index (3.295) (0.976) Index (2.455) (1.625)

Constant -46.5 322 Constant —110.5%** -36.9
(28.84) (8.976) (23.06) (18.71)

Observations 170 55 Observations 170 55

R Squared 0.22 0.298 R Squared 0.87 0.822

Note: * p < 0.1, ¥ p < 0.05, ¥ p < 0.01.

Source: Own contribution based on data from International Monetary Fund, Transparency International and
Fraser Institute.

5. Discussion

Our research does not prove any of the aforementioned contradictory state-
ments about relationships between cryptocurrencies and corruption. Our results
are certainly limited by certain circumstances. The number of Bitcoin ATMs in
a country does not necessarily correspond to how much cryptocurrencies are
prevalent in that country. Survey participants can lie and may not truthfully an-
swer the question of whether they use or own cryptocurrencies. The relationship
between Bitcoin ATMs and CPI values was examined for a larger number of
countries than the relationship between corruption users and CPI. In terms of
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Bitcoin automated teller machines, the research confirms that these ATMs are
only one of the ways for the inhabitants of a country to obtain cryptocurrencies.
Their absence does not necessarily mean that cryptocurrencies are not used in
that country. Examples include Lithuania or Sweden — countries where there is
no Bitcoin ATM installed, but 8.7% and 4.4% of participants in the Bucholz
(2021) survey confirmed ownership or use of cryptocurrencies. In general, for an
ATM to be installed in a certain country, adequate conditions must first be creat-
ed that ensure that the investment will be profitable; a high level of corruption in
a country reduces the probability of return on investment. Similarly, the proba-
bility of return on investment is reduced by low GDP level, high inflation, and
generally unfavourable conditions in the country (expressed by lower Doing Bu-
siness and Human Freedom Index values). Consequently, the following causality
is likely to apply to the relationship between the number of Bitcoin automated
teller machines and corruption: too high a level of corruption prevents the instal-
lation of a Bitcoin ATM. More specifically, our research reveals that after the
CPI value drops below 28, no Bitcoin ATM is installed in any country.

As regards the number of corruption users, the causality is likely to be as
follows: if corruption is relatively high in a certain country, but does not exceed
critical values, the situation may stimulate the use of cryptocurrencies, namely
for two reasons. On one hand, cryptocurrencies can serve as a means for reduc-
ing the costs associated with corruption and increasing the anonymity of corrup-
tion-tainted contracts (see third chapter). On the other hand, even actors who do
not participate in corruption in the country will strive to minimise the damage
they suffered due to corruption. At least a partial transition to cryptocurrencies
can offer such a solution. Their contacts become more anonymous, they are no
longer subject to as much regulation, and there is less necessity to obtain the
various authorisations related to the use of legal means of payment, while such
authorisations can be obtained solely or more easily if the application for the
authorisation is backed by a bribe. The causality described in this paragraph is
confirmed by empirical data: both Bucholz surveys (Bucholz, 2019; 2021) reveal
that almost all the top 10 countries with the most cryptocurrency users have CPI
values between 33 and 40 and their medians are approximately 37 (see Table 2).
In other words, these countries do not rank among the most corrupt, yet corrup-
tion is largely widespread there. Our results can be linked to those of Johnson
(2020), who revealed that that the price paid for Bitcoin above market price goes
hand-in-hand with the level of corruption. As corruption increases, so does the
premium paid for Bitcoin. This finding indicates that people from countries with
high levels of corruption try to obtain Bitcoin and use it either as the means of
a corruption transaction or as protection against the impacts of corruption. But at
least the basic conditions must be created so that cryptocurrencies can be used.
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Table 2

Corruption Perception Index (CPI) Values for the Top 10 Countries
with the Highest Number of Cryptocurrency Users or Owners

2021 Survey 2019 Survey
Country Cryptocurrency (1) CPI Country Cryptocurrency (1) CPI
Nigeria 31.9 34.00 | Nigeria 28 34.00
Vietnam 21.1 35.00 | Thailand 23 36.00
Philippines 19.8 35.00 | Vietnam 22 33.66
South Africa 17.8 43.66 | Turkey 20 40.66
Thailand 17.6 36.00 | Brazil 18 37.33
Peru 16.1 36.33 | Columbia 18 37.00
Turkey 16.1 40.00 | Argentina 16 38.33
Colombia 153 37.00 | South Africa 16 43.66
Argentina 144 41.00 | Peru 15 35.66
Indonesia 13.0 38.33 | Saudi Arabia 14 48.00
Median 36.67 | Median 37.83

Note: (1) The number in the column refers to the percent of cryptocurrency users or owners out of total
respondents.

Source: Own research based on Bucholz (2019; 2021).

Conclusion

In this paper, we presented cryptocurrencies and their characteristics. When
the relevant transactions are carried out in a convenient manner, cryptocurrencies
can reach a high level of anonymity where it is virtually impossible to identify
the persons participating in the cryptocurrency transaction. On the contrary,
when it is used without prudence, cryptocurrency transactions are fully transpar-
ent. Our aim was to examine the relationship between the level of corruption and
the extent to which cryptocurrencies are widespread. To this end, we presented
four scenarios in the third chapter showing how cryptocurrencies could possibly
be used for corruption. The different scenarios vary in the level of competence in
cryptocurrencies required of their participants. Regardless of the required com-
petence, the scenarios imply that cryptocurrencies reduce the transaction costs
and risks of corruption-tainted contracts. They allow, in particular, for the ano-
nymous transfer of corruption-based consideration (benefits) provided by the
corrupting agent to the corrupt agent and, at the same time, expand the range of
possible types of payment that can be provided by the corrupting agent. As
aresult of their anonymity and relatively easy transfer, cryptocurrencies reduce
the need for a personal meeting between the corrupting agent and the corrupt
agent to hand over the corruption-based consideration. Other forms of non-per-
sonal contact between a corrupting agent and a corrupt agent (e.g., transferring
corruption-based consideration to a bank account, sending corruption-based con-
sideration or benefits through an intermediary) are riskier. Using cryptocurrencies,
actors potentially interested in a corruption-tainted contract can more easily seek
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a counterparty with whom they will not be directly in contact. Corruption can
thus also emerge in fields where it has not hitherto been advantageous due to the
costs and risks.

The fourth chapter examined the empirical relationships between corruption
and cryptocurrencies in various countries. We did not find any general causality
between proxies represented both variables, but we revealed that no Bitcoin
ATM is installed in a country with a CPI value of less than 28 and that the first
ten countries with the most cryptocurrency users or owners have a CPI value
typically ranging between 33 and 40, and thus rank among countries with rela-
tively high corruption, however the level of corruption does not exceed a critical
threshold (probably around 30 points of CPI index). Our research indicates that
where corruption reaches a significantly high value, the country does not have
sufficient technical and legal conditions for more people to use cryptocurrencies.
On the other hand, such conditions still exist in in countries with CPI values
between 33 and 40, and the citizens of these countries most likely use cryptocur-
rencies both as a means for carrying out corruption transactions and as protection
for mitigating the consequences of corruption.

It is essential to point out that cryptocurrencies in particular are part of a rapidly
evolving world and that our results, which are based on data to May 2021, might
not be permanently valid. It is therefore advisable to continue to monitor the
relationship between cryptocurrencies and corruption in the future and find other
means to express this relationship. It is particularly desirable to obtain more data
as to how widespread cryptocurrencies are in different countries. Our paper can
serve as a basis for further empirical examinations, including the confirmation or
refutation of our data and conclusions.
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