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Abstract: Given the significant role that banks play in the global economy and
the inherent risks they encounter in their day-to-day operations, studying
operational risk management in banks is crucial. The purpose of this research
is to comprehend the operational risk management challenges in banks, mainly
focusing on human errors and management response to them, as human factors
often play an important role in operational failures. The aim of this paper is to
investigate the governance cultures and operational risk management strategies
of banks, to identify the gaps in risk mitigation activities and controls and to
determine the improvements needed to minimize human errors. This research
aims to provide prospective operational risk management solutions for banks
by gathering and analysing survey data from finance sector employees
worldwide as well as empirical information, making the topic practical. Factors
influencing operational risk management form the basis of the qualitative
method used in this study. The main findings indicate that management’s
attitude towards human errors and the role of risk governance structures, such
as risk committees and internal control functions, have significant relationships
with the reasons for human errors in banks and thus have an impact on
operational risk management in banks. Banks need to examine their risk
management frameworks; evaluate the standard reactions of bank management
to human error, such as root cause analysis, incident investigation, and
planning for corrective action; strengthen their working policies; integrate
more lessons learned from sessions and training; re-evaluate their internal
controls; and analyse their escalation procedures. Studying management
response to human errors and key controls in banks has several practical
implications for organizations. First, insights from this research can help banks
enhance their risk management practices, identify their weaknesses, improve
their internal controls, and put preventive measures in place to reduce the
possibility and consequences of human errors. Second, a positive safety culture
can be promoted by encouraging open collaboration, accountability and
learning from mistakes. Third, enhancing employee improvement and training
can be achieved by understanding the needs of employee development based
on the insights from this study. Finally, studying management responses to
human errors can help banks oversee compliance with regulatory reporting
standards, investigation protocols, and corrective measure specifications.

Keywords: bank management challenges; employee mistakes; operational risk in banks; operational

management perspectives.

Funding: There was no funding for this research. The APC was funded by Jelena Sobanova.

Marketing and Management of Innovations, 15(2), 2024

https://mmi.sumdu.edu.ua

ISSN 2218-4511 (print) ISSN 2227-6718 (online) 89


https://mmi.sumdu.edu.ua/
mailto:Jelenasobanova@gmail.com
https://orcid.org/0009-0004-1917-725X
https://orcid.org/0000-0002-7704-2976
https://doi.org/10.21272/mmi.2024.2-07
https://doi.org/10.21272/mmi.2024.2-07
https://creativecommons.org/licences/by/4.0/
https://creativecommons.org/licences/by/4.0/

Marketing and Management of Innovations, 15(2), 2024

1. Introduction. According to this definition, operational risk is any loss, either direct or indirect,
resulting from external events, people, insufficient internal processes, or systems (BCBS, 2001). The biggest
banks often reserve billions of dollars to protect themselves from severe operational losses (De Fontnouvelle,
2006). Operational risk is a subject that has long been studied by researchers because it is recognized as crucial
to many different sectors. Due to the constant changes in business environments, technology, and legal
frameworks, operational risk remains a vital area of research. Focusing on direct losses resulting from human
errors and management response to them in operational risk management within banks may provide insightful
information about the financial consequences of operational failures and the impact of mitigating measures.
Because human error has a major impact on operations, safety, productivity, and quality, it is a topic that is
continuously important across a wide range of fields. However, there are no recent studies investigating errors
from the standpoint of control mechanisms and how management responds to errors. In a previous study titled
"The Reasons for Human Errors in Banks and Employees’ Mindsets" (Sobanova & Kudinska, 2023), we
investigated the reasons and frequencies of errors of bank employees, as well as the attitudes of staff members
towards mistakes. We measured the primary causes of employee errors in banks, including fat finger error,
ignorance, lack of information, lack of support from peers, inattention, employee mindset, management
attitude, insufficient procedures, lack of automation, and lack of IT controls. We concluded that operational
risk management in banks has been significantly affected by employee errors as well as by the way in which
employees respond to those errors. Effective operational risk management requires management to pay
attention not only to knowledge and records but also to staff members' attitudes and general wellbeing.

Therefore, this article aims to analyse the responses of bank management to human errors and key controls,
mainly procedures and corrective action planning, including incident investigation, root cause analysis,
escalation, and registration of mistakes, to examine how banks integrate lessons learned from human errors
into their risk management frameworks and work with continuous improvement and to identify the
weaknesses in banks' operational risk management governance structures. This study's primary goal is to
investigate management response to human errors and analyse key controls in banks. The following are the
research questions: What is the role of management and operational risk governance structures in banks? Do
banks have proper escalation and registration procedures for mistakes? How do banks work with human
errors? What are the shortcomings in banks' operational risk management frameworks?

The structure of the paper includes a brief introduction to the subject and a literature review of the studies
that are important to the publication and that offer pertinent background information about the topic.
Furthermore, the publication provides comprehensive details regarding the methods' implementation. The
research results section then describes the information that was acquired and the results of the tests that were
performed. The paper concludes with an explanation of the hypotheses, an evaluation of the research's findings
and their importance, a summary of its limitations, and suggestions for further research.

2. Literature Review. Researchers define human errors differently, but they all possess similar
characteristics. Human errors are accidental behaviours or omissions by people who lead to different
consequences (Sandal et al., 2018). In the context of banking and operational risk management, human error
can occur at any point during financial operations and, if uncontrolled, can have severe consequences. Manual
errors in banking can manifest in various forms, such as data entry mistakes (fat fingers), procedural errors,
cognitive biases such as overconfidence or confirmation bias, and communication errors (Klein, 1993). Klein,
a cognitive psychologist specializing in decision-making, has researched how people make decisions under
pressure and how insufficient mental models or cognitive biases can lead to mistakes. The reasons for human
errors differ and include lack of knowledge, lack of attention, lack of documentation and miscommunication
(ORX, 2022; Sobanova & Kudinska, 2023; Klein, 1993). A study conducted by James Reason, a prominent
psychologist known for the "Swiss cheese model" of accident causation, focused on how human behaviour,
cognitive processes, and organisational factors interact to cause mistakes and accidents (Reason, 1990).
Reason's "Swiss cheese model™ of accident causation shows that even though there are numerous layers of
defence between risks and accidents, each layer has weaknesses that, when they match, might let the accident
happen. Initially, this model drew attention to the health care system, but subsequently, Reason's model
evolved into a common language for comprehending complicated accidents. Another significant contribution
to the understanding of human errors was made by Donald Norman, a cognitive scientist and usability
specialist with experience in the design of everyday products and systems. In the context of technology and
human-computer interaction (Norman, 2013), Norman’s study highlights the significance that design plays in
minimizing human error and enhancing user experience. According to Norman, interfaces, computers, and
other devices should be user friendly and functional. Two gulfs should be avoided: the gulf of performance
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and the gulf of evaluation. Nancy Leveson, an engineer and safety researcher whose work focuses on system
safety, accident analysis and risk management, emphasizes the importance of continual improvement and
proactive risk management in preventing human errors and ensuring system safety (Levenson, 2016).
Additionally, in his studies, Leveson claimed that personnel training and education, as well as information
systems for error logs, are crucial for preventive risk management activities and that management should serve
the remainder of the consequences and highlight the need to proactively correct and prevent problems
(Levenson, 2016). "Error orientation™ relates especially to how individuals react to and consider mistakes
(Rybowiak, 1999) at work. For example, one way to cope with mistakes would be to hide them, another to
admit them so that you can deal with it and learn from it. Scholars have studied the connection between
individuals' levels of work participation and their response to errors (Matsuo, 2019; Maden, 2015; Sobanova
& Kudinska, 2023). Researchers have claimed that learning goal orientation affects employee behaviour,
workplace creativity, and job engagement (Matsuo, 2019; Bipp & Demerouti, 2015; Wrzesniewski & Dutton,
2011). David D. Woads is known for his research on cognitive systems engineering and has contributed to
understanding how humans interact with complex systems and how errors can emerge from these interactions.
In his book, Woods supports control theory (Woods, 2010), which was initially presented by James Clerk
Maxwell in the 19th century as the theoretical foundation for the operation of governors (Maxwell, 1868). An
accidental model based on control theory analyses how interactions between system components cause
accidents; rather than focusing on a single aspect, this model identifies how risky technology is organized or
operated in the system that led to the accident (Woods, 2010). Safety and risk management are considered
control problems. Accidents occur when components fail, external disturbances occur, or interactions between
layers and components are not appropriately managed. Safety is harmed by complexity. To progress, one must
develop the ability to handle the level of complexity that results from using limited assets to obtain higher
capacity levels (Woods et al., 2006). The enormous quantity of research on operational risk management
strategies is the primary driving force behind the results of this study. Unfortunately, no current studies have
investigated errors from the key control perspective of bank management or how employees work with
mistakes. To close the gaps in the literature, this study looks at operational risk management frameworks,
analyses the procedures, mainly escalation and registration of mistakes in banks, and examines the ways bank
employees cooperate with their management work on continuing improvements towards errors and
developing personnel.

The research hypotheses:

H1: Banks need to enhance operational risk controls, and management needs more practices in the context
of human errors.

H2: There is a relationship between operational risk management control variables and employee age and
working experience.

3. Methodology and research methods. This study uses the survey method. This method was chosen
because it is excellent for gathering comprehensive data that displays the opinions, facts, experience, and
mindsets of respondents. The survey was created using the QuestionPro program, and it was distributed via
LinkedIn with the help of Amazon Mechanical Turk, a crowdsourcing platform that allows academics to
assign labor-intensive tasks to distributed workers online. The SPSS Statistics tool was utilized to analyse the
data. As the research focuses on operational risk management in banks, the population consists primarily of
people who are employed globally in the financial industry, particularly bank workers. Since we have not
focused on the duties or positions held by bank personnel, the questionnaires were designed for all employees,
regardless of previous experience, status, or responsibility. The survey was developed to be simple to use and
straightforward to promote meaningful responses from participants. The survey was conducted over a three-
month period, starting in November 2023 and ending in February 2024. This period allowed for
comprehensive data collection, ensuring that a wide range of respondents had the opportunity to participate.
The survey consists of twelve questions based on coding numbers with potential comprehensive responses.
The questions were constructed using information from the Operational Risk Data eXchange Association
(ORX, 2022), literature reviews, personal observations, and the proposed model. Two main constructs are
used for this study. These are dependent and independent constructs. The independent construct of this study
is age and working experience, and the dependent construct is operational risk management practices, key
controls, mainly working with mistakes. These practices are subdivided into four variables: the escalation of
mistakes, the registration of mistakes, training and lessons learned activities and continuous improvement of
the processes. The dependent variables were chosen in accordance with the abovementioned literature
review (Table 1).
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Table 1. Definition and measurement of variables for the proposed model
Variables Measurement Sources
Escalation of mistakes Five (5) point likert scale  (Maden, 2015; Sobanova, J., Kudinska, M., 2023; Rybowiak,
1999; Woods D., 2010);

Registration of mistakes  Five (5) point likert scale (Leveson, 2011; ORX, 2022; Woods D., 2010);
Training of personnel &  Five (5) point likert scale (Leveson, 2011; Reason, 1990; Matsuo, 2019; Bipp, T. &
Lessons learned activities Demerouti, E., 2015; Wrzesniewski, A. & Dutton, J. E., 2011);

Continues improvement  Five (5) point likert scale (Norman, 2013; Leveson, 2011; Woods D., 2010; Woods,
D.D., Patterson, E.S., and Cook, R.1., 2006);

Sources: developed by the authors.

The variables chosen above also consider the research findings (Hale, 2011; Trusova et al., 2019) that any
organization must have a robust internal control system to protect against internal control process failure.
Since every variable considered in Table 1 is included in the survey, the model enables us to comprehend
operational risk management practices, mainly working with human errors in banks. The process of addressing
mistakes includes questions about sharing mistakes with colleagues, escalating errors to management, and
documenting proper escalation procedures through all layers of the organization, as this process is essential
for effective communication, issue resolution, and decision-making. Furthermore, the registration of mistakes,
training and lessons learned for employees and continuing improvements can increase the number of questions
about improving systems and processes to mitigate human errors. Every question has an identical set of
options measured on the five-point scale, where Strongly Disagree = SD, Disagree = D, Agree Moderately =
AM, Agree = A, Strongly Agree = SA. The characteristics of the respondents are displayed via a descriptive
statistical tool. The measurement results of the model are shown using an inferential statistical tool. After that,
the hypotheses were tested, and the data were assessed using statistical techniques such as frequencies and
analysis of variance (ANOVA). This analysis was chosen because it can determine whether a relationship
exists between one independent variable and other dependent variables.

4. Results and discussion.

4.1. Rate of response, missing values, and normality test of the distribution

An overview of the survey's distribution and the quantity of completed questionnaires is shown in Table 2
below. Of the 587 questionnaires distributed, 571 (97.3%) had a response. Every item in the recovered
guestionnaire was found to be valuable after it passed the data screening. Therefore, 97.3% of the total number
distributed were filled out and returned for analysis. The number of responses was found to be sufficient for
statistical confidence (Yun & Trumbo, 2000). Hair et al. (2014) suggested that 10% should be considered an
appropriate limit for missing data by researchers and that missing values should be examined. The missing
data components were considered sufficient in the dataset to be taken into consideration based on descriptive
univariate statistics (MVA test). Two.7% of the questions (Q1-Q12) had complete answers. Since one of the
primary issues with data processing is missing values, the collected data were checked and verified.

Table 2. Summary of response rates and case processing methods

Valid cases Missing cases Total
N Percent N Percent N Percent
571 97.30% 16 2.70% 587 100.00%

Sources: developed by the authors.

Since one of the primary issues with data processing is missing values, the collected data were checked
and verified (Tabachnick & Fidell, 2013). To ascertain whether the variables were assumed to be normally
distributed, the collected data were screened and examined for normality (Table 3).

Table 3. Tests of normality distribution

Kolmogorov-Smirnov? Shapiro—Wilk
Statistic df Sig. Statistic df Sig.
Q1 0.237 571 0.000 0.862 571 0.000
Q2 0.247 571 0.000 0.869 571 0.000
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Kolmogorov-Smirnov? Shapiro—Wilk
Q3 0.239 571 0.000 0.876 571 0.000
Q4 0.258 571 0.000 0.874 571 0.000
Q5 0.241 571 0.000 0.878 571 0.000
Q6 0.221 571 0.000 0.880 571 0.000
Q7 0.239 571 0.000 0.866 571 0.000
Q8 0.281 571 0.000 0.862 571 0.000
Q9 0.247 571 0.000 0.871 571 0.000
Q10 0.245 571 0.000 0.876 571 0.000
Q11 0.264 571 0.000 0.858 571 0.000
Q12 0.247 571 0.000 0.873 571 0.000

Sources: developed by the authors

Both the Kolmogorov—Smirnov and Shapiro-Wilk tests in SPSS reported a significance value of 0.000,
meaning that p < 0.001 proved that we excluded the hypothesis that the data were normally distributed, as the
data did not distribute normally.

4.2. Respondents' characteristics

The respondents' characteristics cover age groups, working experience in the finance sector, and
geographic distribution (Table 4). The results show that most of the respondents who participated in this
research ranged in age from 35-44 years (49.9%), indicating that the survey participants were mature
employees and probably had relevant backgrounds. A total of 37.5% of the participants were aged 25 to 34
years, and 7.8% of the respondents were aged 18 to 24 years. A total of 2.7% of the respondents were 45 to
54 years old, and respondents older than 55 years represented 2% of the total respondents. Additionally,
according to the extracted data, 48.4% of 284 respondents had six to ten years of work experience in the
financial industry, while 146 respondents, or 24.9% of all respondents, had worked in the area for fewer than
five years. Finally, 26.4% had over 11 years of experience working in the finance industry. Specifically, 90.3%
of the respondents were from the USA, 3.6% were from the EU, 5.6% were from India, 0.3% were from
Canada, and 0.2% were from Brazil and Mexico.

Table 4. Descriptive statistics of the respondents

Frequency
Parameters N = 587 Percent

Age 18-24 46 7.8
25-34 220 375
35-44 293 49.9
45-54 16 2.7
55-64 10 1.7
Above 64 2 0.3
Working experience 0-5 years 146 24.9
6-10 years 284 48.4
11-15 years 124 21.1
16-20 years 21 3.6
21 years and above 10 1.7
Country code BR 1 0.2
CA 2 0.3
Cz 1 0.2
DE 1 0.2
Fl 1 0.2

GB 6 1
GR 1 0.2
HK 1 0.2
HU 1 0.2
IN 33 5.6

LV 6 1
MG 1 0.2
MX 1 0.2
us 530 90.3

Sources: developed by the authors.
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Therefore, the information gathered regarding the distribution of ages and levels of work experience is
appropriate because the respondents had broad and skilful employment histories and a variety of work
experience. Considering the variables in the model described in the methodology above, Table 5 provides the
characteristics of the responses.

Table 5. Controls in banks, working with human errors, structure of responses, percent, %

Pei\cl:;nsti?ioo Questions SD D AM A SA
Do you share your mistakes with your colleaguesto 0.9 7 41.1 404 8.9
Escalation of learn from mistakes
mistakes Do you escalate your mistakes to your management? 0.7 8.3 37 42.2 9.9
Do you have a proper escalation procedure? 14 6.8 33.9 41.6 145
Do you register your mistakes? 1.2 10.1 33.6 43.4 9.9
Registration of Do you have a system where you log your mistakes? 1.4 8.3 35.4 41.2 11.8
mistakes Do you know what the error ratio is in your 1 7.8 36.3 38.2 14.8
organization/team
Did you have a knowledge training when started in 1 55 36.5 41.4 13.1
Training & your position?
Lessons learned Do you receive constructive feedback from your 0.5 8 28.8 47.7 124
activities manager?
Do you have lessons learned sessions? 0.9 6 31.7 42.9 16
Do you work with continues improvement? 0.9 7.5 33 41.9 14

Do you maintain /follow up on your mistakes and 0.2 5.6 33.2 45,7 12.6
improve the process to decrease human errors?
Do you automate your processes where you have alot 0.9 6.8 33.2 42.4 14
of mistakes?
Sources: developed by the authors.

Continues
improvement

The findings indicate that most respondents agree (49.3%) that they share their mistakes with their
colleagues to learn from mistakes, although 7.9% of respondents disagree about this statement. Regarding the
escalation of mistakes to their managers, 52.1% of respondents agreed with the statement, and 9% fully
disagreed. The respondents also had similar opinions about proper escalation procedures in their
organizations. A total of 56.1% of the respondents had proper escalation procedures, and 8.2% did not. Error
reporting, commonly referred to as incident reporting or the registration of mistakes, is an essential component
of organisational learning and development. A total of 53.3% of respondents agreed that they registered their
mistakes; moreover, 53% of respondents knew the error ratio in their organizations, and 53% agreed with the
statement that they had systems for reporting their mistakes. However, 11.3% of respondents did not report
their mistakes, 8.8% did not know the error ratio in their organizations, and 9.7% of respondents did not have
systems for reporting their mistakes. A total of 54.5% of respondents claimed that they had knowledge training
when they started in their positions, and 60.1% received constructive feedback from their managers, although
8.5% of respondents did not have training, and 6.9% gained helpful criticism. A total of 55.9% of respondents
worked with continuous improvement, and 58.3% followed up on their mistakes to improve their processes
and decrease their mistakes. However, 8.4% of respondents did not strive for constant improvement, and 5.8%
of respondents did not enhance their processes. Regarding automation of the processes, 56.4% agree with the
statement that they automate the processes with many mistakes, but 7.7% do not work with automation on
such processes. Table 6 shows the descriptive statistics of the responses.

Table 6. Descriptive statistics of the responses

Parameters SD D AM A SA
Mean 0.91667 7.30833 34.47500 42.41667 12.65833
Standard Error 0.09911 0.37968 0.89181 0.70301 0.63419
Median 0.90000 7.25000 33.75000 42.05000 12.85000
Standard Deviation 0.34333 1.31527 3.08931 2.43528 2.19688
Sample Variance 0.11788 1.72992 9.54386 5.93061 4.82629

Sources: developed by the authors.
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Statistics indicate that 42.42% of respondents agree and 12.66% strongly agree that they have operational
risk management controls in their organizations, provided variables in the proposed model above (mean,
median). However, 8.23% of respondents disagreed with this statement. A total of 34.48% of respondents
moderately agreed, meaning that they had doubts about controls in their organizations. Data points that are
close to the mean have low variance coefficients and low standard deviations (Navarro, 2022).

The culture of an organization has a significant impact on operational risk, and effective internal
governance procedures—such as monitoring, reporting to top management, and established controls—are
essential to maintaining transparency in the banking industry. One of the foundations of a strong and effective
company culture is encouraging staff members to own their errors (Erzurumlu & Avei, 2021). Creating an
atmosphere where individuals feel free to take responsibility for their errors can result in a more robust and
accountable enterprise that is better able to control risks and enhance performance. The results proved that we
accepted hypothesis H1 that banks need to enhance operational risk controls and that management needs more
practices in the context of human errors.

4.3. Restatement of hypothesis H2

To investigate the significance of the parameters outlined in the model, we applied analysis of variance
(ANOVA) to evaluate the second hypothesis of this study. As stated in section 3.3, the respondents' age and
prior job experience in the finance industry are regarded as independent criteria. The results of the examined
factors are provided in Table 7. A significance level of Sig < 0.05 indicates a 95% factor impact on the
outcome, while a Sig < 0.01 indicates a factor impact of 99%.

Table 7. Analysis of variance. Dependent variables and examined factors

Factors
Dependent variables Age Worl_<|ng
. experience
Sig. -
Sig.

Escalation of Do you share your mistakes with your colleagues to learn from mistakes 0.013 0.000

mistakes Do you escalate your mistakes to your management? 0.028 0.694

Do you have a proper escalation procedure? 0.013 0.001

Registration of Do you register your mistakes? . 0.117 0.229

mistakes Do you have a system where you log your mistakes? 0.098 0.005

Do you know what the error ratio is in your organization/team 0.000 0.001

Training & Did you have a knowledge training when started in your position? 0.737 0.238

Lessons learned Do you receive constructive feedback from your manager? 0.045 0.258

activities Do you have lessons learned sessions? 0.678 0.401

Do you work with continues improvement? 0.781 0.037

Continues Do you maintain /follow up on your mistakes and improve the process to 0.374 0.845
improvement decrease human errors?

Do you automate your processes where you have a lot of mistakes? 0.011 0.250

Sources: developed by the authors.

The results show that age and working experience partly impact all the dependent variables. This means
that age and working experience factors mostly influence the increase in the number of mistakes and the
number of mistakes. Therefore, we partly agree with hypothesis H2 that there is a relationship between
operational risk management control variables and the provided independent variables for the model,
including the age and experience of the employees. Analysing the sharing of mistakes with colleagues based
on age factors can provide insights into how different generations approach error communication and
collaboration in the workplace (Table 8).

Table 8. Analysis of the likelihood of sharing mistakes with colleagues based on age

Do you share your mistakes with your colleagues Age
to learn from mistakes 1824 2534 3544 4554 55-64 Above 64
SD 6.52% 0.92% 0.00% 0.00% 0.00% 0.00%
D 6.52% 5.07% 9.09% 6.67% 0.00% 0.00%
AM 28.26%  40.55% 47.90% 13.33% 10.00%  0.00%
A 36.96% 44.70% 36.01% 73.33% 70.00% 100.00%
SA 21.74% 8.76% 6.99% 6.67% 20.00% 0.00%

Sources: developed by the authors.
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The results show that older employees share their mistakes with their colleagues more often than younger
employees do. Younger employees may be more accustomed to open and transparent communication,
including sharing mistakes with colleagues. Employees of all ages are more willing to admit mistakes in an
environment that promotes psychological safety and open communication.

Company culture can significantly influence employees’ willingness to share mistakes with colleagues.
The results (Table 9) show that employees who have more than 11 years of experience are more inclined to
be open and share mistakes with their colleagues. This is probably because a person becomes more mature
and self-assured as they gain more years of experience. Employees with experience may be less worried about
how other people see their faults and more intent on solving problems and growing from them. Additionally,
employees who have been in the workforce for a longer period may have encountered and overcome more
challenges and failures throughout their careers. They might therefore be more comfortable accepting of
failure and less afraid of admitting mistakes.

Table 9. Analysis of the sharing of mistakes with colleagues based on the working experience factor

Do you share your mistakes with Working experience
your collee:]gq?setsél'icéslearn from 0-5 years 6-10 years  11-15years 16-20 years 21 )gat?gjeand
SD 2.78% 0.35% 0.00% 0.00% 0.00%
D 11.11% 3.53% 11.48% 0.00% 11.11%
AM 46.53% 40.99% 45.08% 5.56% 22.22%
A 31.25% 47.35% 34.43% 66.67% 44.44%
SA 8.33% 7.77% 9.02% 27.78% 22.22%

Sources: developed by the authors.

The situation of escalation procedures in the organization was similar (Table 10). The results prove that
senior-level employees have extensive experience and expertise in their respective fields and are capable of
handling complex issues and properly escalating accidents.

Table 10. Analysis of escalation procedures based on the working experience factor

Do you have a proper escalation Working experience
procedure? 0-5 years 6-10 years 11-15years 16-20 years 21 years and above
SD 4.17% 0.71% 0.00% 0.00% 0.00%
D 6.94% 6.71% 9.02% 0.00% 0.00%
AM 45.83% 30.39% 33.61% 27.78% 11.11%
A 31.94% 45.94% 44.26% 44.44% 66.67%
SA 11.11% 16.25% 13.11% 27.78% 22.22%

Sources: developed by the authors.

Entry-level employees probably do not know about their escalation procedures; therefore, it is crucial to
provide step-by-step instructions for escalating issues for entry-level employees. We compared the survey
results with those of previous research in 2023, and we outlined the key aspects and findings. In previous
research, we concluded that the attitudes of employees about their mistakes and human errors have a large
impact on operational risk management in banks. The primary causes of employee errors in banks were
measured using eight dependent variables (fat finger error, lack of knowledge, lack of support from coworkers,
lack of attention, employee mindset, management attitude, lack of instructions/procedures, lack of automation
and IT controls) and three independent variables (age, working experience, working environment). These
factors support the primary operational risk management components in banks: people risk management,
internal process risk management, and technology risk management. Every variable was determined to be
significant. In this survey, which was conducted in 2024, we focused on management reactions to human
errors, management activities and controls to minimize errors based on the proposed model. As in the previous
survey, the necessity of enhancing operational risk management activities and reviewing controls in banks is
acknowledged by both management and staff. This emphasizes the importance of a robust risk management
framework to ensure the stability and efficiency of banking operations.

5. Conclusions. To fulfil the study's objectives, the authors carried out quantitative research by developing
a survey, gathering information from 571 respondents in the global financial sector and testing two
hypotheses. Based onthe results presented in the preceding chapter, organizational governance and
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management's reactions to human mistakes have a substantial effect on operational risk management in banks.
Four dependent variables related to human errors (escalation, registration, training and learning and
continuous improvement) were used to measure operational risk management controls in banks. Hypothesis
H1 was tested and proved to be true; banks need to enhance operational risk controls, and management needs
more practices in the context of human errors. The research findings show that the escalation of mistakes and
proper escalation procedures are not common practices in all organizations. By taking proactive steps,
encouraging a culture of openness and learning management can reduce errors in organizations. Moreover,
effective management not only mitigates negative consequences but also creates an atmosphere that is more
resilient and flexible. Another finding concerns the critical component of managing and mitigating the impact
of mistakes, the error reporting process. There are still organizations that do not have such a process and do
not have systems for reporting their mistakes. Therefore, some respondents did not report their mistakes and
did not know the error ratio in their organizations. To prevent errors, detect and address problems in the early
stage, and promote a continuous improvement culture, effective error reporting is crucial. By implementing a
robust error reporting process, organisations can reduce risks and improve overall performance and resilience.
Another finding indicates the same situation with knowledge training and constructive feedback; some
respondents claimed that they did not have training and did not receive helpful criticism. These components
are essential to professional growth, both individuals and teams, in enhancing performance, fixing errors, and
developing new abilities. Regarding continuous improvement and follow-up on their mistakes to improve the
processes and decrease the mistakes, some of the respondents did not strive for constant improvement and did
not enhance their processes. Regarding automation of the processes, only half of the respondents confirmed
that they automated the processes with many mistakes. In the rapidly evolving financial market, banks must
continually strive for productivity, creativity, and increased client experience. Embracing continuous
improvement and automation is vital for maintaining competitiveness and meeting regulatory obligations.

Hypothesis H2 was also tested but only partially proved. This suggests that while some aspects or elements
of H2 were supported by the data or evidence, there were likely other components or conditions that were not
fully validated. Another finding of the study is that while an employee's age may have an impact on how they
share mistakes with coworkers, creating a culture of psychological safety, promoting cross-generational
learning, and leveraging technology can help bridge generational differences and facilitate more effective
communication and collaboration in the workplace. While employees with more experience may be more
inclined to share mistakes openly, it is important to understand that individual attitudes and behaviours can
vary substantially depending on personality, organisational culture, and other factors. Experienced employees
may be more willing to disclose their mistakes candidly. A culture of transparency, confidence, and continuous
learning can be beneficial for workers of all backgrounds and contribute to a more creative and resilient work
environment.

A notable limitation of our study is related to the demographic composition of the survey respondents
obtained from the Amazon Mechanical Turk platform. The individuals utilizing the service during the research
period largely comprised office workers from the United States of America. Therefore, future investigations
should profit from a more expansive and diverse participant pool from various geographies. Another
shortcoming of the present research is that it is related to indirect losses of operational risk. Considering this
constraint, it is necessary for future research to turn its attention toward external events, such as terrorist
attacks, government changes and natural disasters. Investigating these limitations would offer more
comprehensive knowledge of the complicated relationship between direct and indirect events of operational
risk. By studying and resolving these challenges, academics can develop a broader proactive approach to
tackling issues of operational risk management.
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YupaiiHHs peakuicio Ha JOACHKI IOMHJIKH Ta KJIOY0Bi KOHTPOIbHI MOKA3HUKHU (PYHKIIOHYBAHHS B 0aHKAX
€nena CodaHoBa, GpaxynpTeT Oi3HECY, EKOHOMIKH Ta yIpaBmiHHS, JIaTBilickKuil yHiBepcuTeT, JIaTBis

Mapuna Kyaincbka, Qaxynprer 6i3Hecy, eKOHOMIKH Ta yIpaBiiHHs, JlaTBificbkuil yHIiBepcHuTeT, JIaTBis

BpaxoByroun 3HaYHY pOJIb, Ky OaHKH BiTIrparoTh y TII00ANBHIM €KOHOMIIl, Ta PU3HKH, 3 IKAMH BOHH CTUKAIOTHCS y
CBOI# MOACHHIH NisTBHOCTI, JOCHTIKEHHS YIPABIiHHS ONEepaliiHIMHA PHU3UKAMH B OaHKaxX € HaJA3BHYAHHO BaXKIIUBUM.
MeToo 1bOTO JOCTIHKEHHSI € 3p03yMITH BUKJIMKH YIPaBJIiHHS ONEPALifHUME PU3HKaMHU B 0aHKax, 30CepeDKYIOUN
yBary rojIOBHUM YHHOM Ha JIFOJICBKHMX HMOMMJIKAaX Ta peakilii KepiBHUITBA Ha HUX, OCKLJIBKU JIFOACHKI (pakTopu 4acTo
BIJIITPAIOTh BaXIIUBY POJb B OMNCpAIlifHMX HEBIA4ax. 3aBJaHHSIM L€l CTATTI € BUBUCHHS KYJIBTYp YNpPaBIiHHSA Ta
CTpareriii ynpasJiHHs onepaniiHiMU pU3UKaMy B OaHKaxX, BU3HAYCHHS [IPOTAIMH y 3aX0/aX 3 IIOM'SKIIECHHS PU3HKIB 1
KOHTPOJIIO Ta BU3HAYCHHS HEOOXITHUX MOKpAIeHb ISl MiHIMi3amii JII0JCbKMX NOMIIOK. Lle nmocmimpkeHHs: Mae Ha MeTi
HaJlaTH MEPCIIEKTUBHI PILIEHHS JUIS YIPaBIiHHA ONEpallifHUMK pU3UKaMH B OaHKaX LUIIXOM 300py Ta aHalli3y JaHHX
ONMUTYBaHb TPALliBHHUKIB (DJiIHAHCOBOTO CEKTOPY IO BCHOMY CBITY, @ TaKOXX eMIipH4HOi iHpopMamii, poOusun TemMy
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NpakTHYHOI0. PaKTopH, 0 BIUIMBAIOTH Ha YIIPABIiHHS ONepalifHIMU pU3UKaMH, (POPMYIOTh OCHOBY SIKICHOTO METO/Y,
BHUKOPHCTAHOTO B [[bOMY JOCHiDKeHHI. OCHOBHI BUCHOBKH BKa3yIOTh Ha Te, 10 CTABJICHHS KEPIBHUITBA 0 JIIOJCHKUX
MIOMHJIOK Ta POJIb CTPYKTYP YIIPABIiHHS PU3UKAMH, TAKUX SIK KOMITETH 3 PU3UKIB Ta (yHKILIi BHYTPIIIHHOTO KOHTPOJIIO,
MaloTh 3HAYHUH BIUIMB Ha NMPHYMHM JIOJCHKUX MOMIIOK y OaHKaxX Ta, BiANOBIIHO, HA yNpPaBIiHHS ONepaliiHUMU
pusukamu. baHkaM HEOOXiTHO MEPErisHYTH CBOi paMKH YIPABIIHHA pPU3WKAMH, OLIHUTH CTaHAAPTHI peaKiii
KepiBHHIITBA HA JIOACHKI MOMIJIKH, TaKi SK aHai3 TMEpIIONpPUYWH, PO3CIiTyBaHHS IHIUACHTIB Ta IUIAaHYBaHHSI
KOPUTYBAJIbHUX Hilf; 3MIITHATH CBOI poOOYi IMOJITHKY; IHTETPYBaTH OLIBIIE YPOKIB 3 TPEHYBaJbHUX CECiif; MEPEOUiHUTH
CBO1 BHYTPIIIHII KOHTPOJIb Ta MpoaHaJi3yBaTH MPOLeAypr eckanamii. JlocmimKkeHHs peakiii KepiBHUITBA Ha JIFOJCHKI
TIOMUJIKHM Ta KJIIOYOBi KOHTPOJi B OaHKaX Mae KiJibKa MPaKTUYHUX HACTIAKIB s opranizamiid. [lo-mepiie, BUCHOBKH
IIHOTO JTOCITIHKEHHSI MOXKYTh JOMOMOITH OaHKaM TOKPAIIUTH MPAKTUKU YIIPABIiHHS PU3UKAMH, BUSBUTH CBOI C1a0Ki
MICISI, TIOKPAIIUTH BHYTPIIIHIA KOHTPOJIb Ta BXKUATH 3aXOIB I 3MCHIICHHS HMOBIPHOCTI Ta HACIIAKIB JIFOJCHKUX
noMuiok. [lo-apyre, CrpusiHHS TO3WUTHMBHIN KyJbTypi Oe3leKH MOXKHa JIOCSATTH 32 PaXyHOK 3a0XOYEHHs BIAKPHTOL
CHIBIIpALli, BIZMOBIJaJIbHOCTI Ta HABYAHHS Ha OMMIIKaX. [10-TpeTe, MOKpaIleHHs MiJrOTOBKY Ta PO3BUTKY IPAI[iBHUKIB
MOXHa JOCATTH, PO3YyMIIOYH MOTPeOU y IXHbOMY PO3BHTKY Ha OCHOBI OTPUMAaHHX pe3yibraTiB. Hapemri, BUBUeHHs
peakuii KepiBHUITBA Ha JIIOACHKI IOMHJIKH MOXE JONOMOITH OaHKaM KOHTPOJIIOBATU JIOTPUMAHHS CTaHIapTiB
PeryJIsaTOpHOI 3BITHOCTI, HPOTOKOJIIB PO3CIIiIyBaHHs Ta crieludikamii KOpUIyBaJbHUX 3aX0/iB.

Karouogi ciioBa: BUKIMKM yNpaBiIiHHS OaHKOM; IIOMWJIKM NPALiBHUKIB; ONepauiiHui pU3nK y OaHKaX; MepCHeKTHBU
OTIepALifHOTO YIPaBIIiHHS.
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