INFORMATION AND COMMUNICATION TECHNOLOGIES USAGE IN ENTERPRISES 2022 
INTRODUCTION

The usage of computers, internet and e-commerce in enterprises is a very important area. The data are used for international comparability analysis in European Union as well as all over the world organized by Eurostat, OECD and other international organisations. 

METHODOLOGICAL INFORMATION

SO SR organized the independent survey on ICT usage in enterprises in the year 2022 for the nineteenth time with the aim to obtain data concerning this area with regard to the methodological recommendations and in the structure of questionnaire proposed by Eurostat. The survey was co-financed by the European Union.
STATISTICAL UNIT

Statistical unit was the enterprise. In 2022, for the second time, data collection was carried out for all legal units belonging to the enterprise. The survey frame was based on the Statistical Business Register. The target population and sample frame for the purposes of this survey involved all enterprises with main activity classified in sections NACE Rev.2 – C, D, E, F, G, H, I, J, L, M, N, S95.1 and ICT sector. Enterprises were divided into three groups excluding optional ones by following manner:

· enterprises with 10 to 49 employees (S)
· enterprises with 50 to 249 employees (M)
· enterprises with 250 and more employees (L)
Large enterprises (L) were included exhaustively in the enterprise survey. Sample survey was organized in case of medium (M) and small (S) enterprises. The sample was created by using a simple random selection in each stratum defined by size class according to the number of employees and economic activity. The regional allocation of units in the sample at NUTS2 level was also taken into consideration when sampling. 
ORGANISATION OF SURVEY

The survey - ICT ENT 2-01 Survey on ICT usage and e-commerce in enterprises, was included in a three-year Program of state statistical surveys in 2021–2023. It was organized as mandatory stand-alone one. It was not embedded in another survey.
Reference period of the national survey was in line with the reference period defined in the Eurostat model questionnaire.

The notifications with information that the survey is organized via web were sent to the reporting unit´s e_boxes. Later on, they were reminded by e-mail.
QUESTIONNAIRE 

The national survey questionnaire ICT ENT 2-01 Survey on ICT usage and e-commerce in enterprises contains all indicators from the Eurostat model questionnaire.
The questionnaire is divided into the following parts:  

	ICT specialists and skills

	Access and use of the internet

	    Access to the internet

	    Use of a fixed line connection to the internet for business purposes

	    Use of a mobile connection to the internet for business purposes   

	    Meetings via the internet

	    Remote access

	ICT security

	Use of Robotics

	ICT and the environment

	E-commerce sales

	    Web sales of goods or services

	    EDI-type sales

	Background characteristics


SAMPLING AND IMPUTATION METHOD

The sample was created on the base of the same methods, which are used in other surveys organized by SO SR (short-term surveys, structural business surveys). In comparison with other surveys the boundary between exhaustive and sample survey was changed in the direction upwards. In this survey the sample is organized in enterprises with 10 to 249 employees, whereas in STS and SBS the sample concerns the enterprises with 1 to 19 employees. Three-stage sampling was applied on the base of following criteria:
→ NACE Rev.2 level 3

→ NUTS level 2
→ Number of employees.

The enterprises were selected inside of each strata applying random sample.                       
	
	Total
	of which enterprises with

	
	
	10 to 49 persons employed (S)
	50 to 249 persons employed (M)
	250 or more persons employed (L)

	Frame population
	14 124
	11 168
	2 390
	566

	Gross Sample
	2 852
	1 795
	491
	566

	Net Sample
	2 568
	1 548
	465
	555


The Frame population and Gross Sample were restratified after the survey - the number of enterprises in size categories S, M, L were revised according to the number of persons employed reported in the survey.
METHOD USED FOR IMPUTATION
The imputations in case of unit non-response were not made.  

Imputations of item non-response were realised on base of SBS survey data in case of variables average number of persons employed, turnover and purchases of goods and services. 
ANALYSIS

With regard to the comparability with data for previous years the analytical part of report is focused on the enterprises classified in the following NACE Rev.2 activities: 
	Section C
	Manufacturing  (10 - 33)

	Section D, E
	Electricity, gas, steam and air conditioning supply, water supply, sewerage, waste  management and remediation activities (35 - 39)

	Section F
	Construction (41 - 43)

	Section G
	Wholesale and retail trade; repair of motor vehicles and motorcycles (45 - 47)

	Section H
	Transportation and storage (49 - 53)

	Section I
	Accommodation and food service activities (55 - 56) 

	Section J
	Information and communication (58 - 63) 

	Section L
	Real estate activities (68)

	Section M
	Professional, scientific and technical activities ( 69 - 75)

	Section N
	Administrative and support service activities (77 - 82)

	Class S_95.1
	Repair of computers and communication equipment

	ICT sector
	26.1 - 26.4, 26.8, 46.5, 58.2, 61, 62, 63.1, 95.1


ICT SPECIALISTS AND SKILLS
Percentage of enterprises employing ICT/IT specialists increased by 0,8 pp to 17,7%  compared to year 2020. ICT/IT specialists were employed in 76,1% of large enterprises, in 33,1% of medium and in 11,4% of small enterprises in the year 2022. 
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The most ICT/IT specialists were employed in enterprises in the area of Information and communication (71,9% of enterprises), ICT sector (69,4% of enterprises) and Repair of computers and communication equipment (23,1% of enterprises).

The least of ICT/IT specialists were employed in enterprises in the area of Accommodation and food service activities (4,4%), Construction (6,2%) and Administrative and support activities (13,4%). 
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8% of the enterprises organized training for its staff, for ICT/IT specialists to develop ICT related skills. The training aimed at the development of ICT related skills for other persons employed was organized in more than 13% of enterprises.   

The chart shows that in medium and small enterprises ICT-related activities are dominantly provided by external contractors.
The following table shows results of the survey on difficulties to recruit ICT specialists.

	The enterprises with difficulties to recruit ICT specialists

(% of those enterprises that have recruited or tried to recruit ICT specialists)
	2020
	2022

	Lack of applications
	40,1
	38,7

	Applicants' lack of relevant ICT related qualifications from education and/or training
	46,0
	41,0

	Applicants' lack of relevant work experience
	36,4
	35,2

	Applicants' salary expectations too high
	41,4
	36,2


ACCESS AND USE OF THE INTERNET

Employees have access to the internet for work purposes in 97,3% of enterprises in 2022. Most of them are in areas of Repair of computers and communication equipment, Construction, Professional, scientific and technical activities, Manufacturing and ICT sector.  Considering the enterprise size, employees have access to the internet for work purposes in 99,8% of large, 98,7% of medium and in 96,9% of small enterprises. 
Almost 92% of enterprises used fixed line connection to the internet in the year 2022. This share increased by 0,3 pp compared to 2021. Fixed connection used 98,4% of large enterprises, 96,5% of medium and 90,5% of small enterprises. 
	The enterprises with maximum contracted download speed

(% of those enterprises that have a fixed connection to the internet)
	2020
	2021
	2022

	up to 30 Mbit/s
	24,8
	21,1
	17,2

	30 - 100 Mbit/s
	38,3
	36,7
	38,0

	100 - 500 Mbit/s
	16,6
	21,6
	23,2

	500 Mbit/s – 1 Gbit/s
	13,0
	12,0
	11,9

	1 Gbit/s and more
	7,4
	8,6
	9,7


Almost 71% of enterprises provide portable devices that allow a mobile connection to the internet. In comparison with the previous year, this share decreased by 3,6 pp.
The following table shows results of the survey on remote meetings in enterprises:
	Remote meetings via internet

(% of enterprises which have the internet)
	Total
	of which enterprises with

	
	
	10 to 49 persons employed

(S)
	50 to 249 persons employed

(M)
	250 or more persons employed

(L)

	Conduction of remote meetings
	36,2
	28,9
	57,6
	86,7

	ICT security guidelines for conducting remote meetings 
	24,4
	19,2
	39,9
	59,0

	Guidelines to favour remote meetings via internet instead of business travelling
	12,6
	9,3
	19,8
	46,5


[image: image3.png]100

Who carries out the ICT security related activities in % (10 +)

Own employees Extemal suppliers




The following chart shows the share of enterprises whose persons employed have remote access to e-mail system of the enterprise, to documents of the enterprise, to business applications or software of the enterprise. 

ICT SECURITY

More than 86% of enterprises applied some kind of ICT security measure on their ICT systems. This proportion was almost 98% in large enterprises, 93% in medium enterprises and more than 84% in small enterprises.. It was used mainly by enterprises in Repair of computers and communication equipment (100%), ICT sector (96,6%), Information and communication (96,1%).

More detailed results on ICT security measures in enterprises are provided in the following table:

	The enterprises with have following ICT security measures

(% of all enterprises)
	2019
	2022

	Authentication via strong password
	77,3
	77,0

	Authentication via biometric methods used to access the enterprise’s ICT system
	7,3
	12,2

	Encryption techniques for data, documents or e-mails
	40,0
	33,9

	Data backup to a separate location (including backup to the cloud)
	72,2
	71,6

	Network access control (management of access by devices and users to the enterprise's network)
	61,1
	59,6

	VPN (Virtual Private Network extends a private network across a public network to enable secure exchange of data over public network)

network)
	35,4
	42,3

	Maintaining log files for analysis after security incidents
	36,0
	37,9

	ICT risk assessment, i.e. periodically assessment of probability and consequences of ICT security incidents
	30,5
	31,0

	ICT security tests
	28,8
	27,9

	Authentication based on a combination of at least two authentication mechanisms
	-
	24,1

	ICT security monitoring system that allows to detect suspicious activity in the ICT systems and alerts the enterprise about it, other than standalone anti-virus software
	-
	40,2


ICT security related activities are conducted by own employees in 36,6% of enterprises and by external suppliers in 64,4% of enterprises. 
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The number of enterprises that have defined or updated ICT security related documents over the last 12 months decreased by 9,3 pp to 69,2% compared to year 2019. 20,2% of enterprises updated the ICT security documents more than 12 months ago and less than 24 months ago. Only 10,6% of enterprises updated their ICT security related documents more than 24 months ago. 

More than 25% of enterprises have document(s) on measures, practices or procedures on ICT security. In comparison with year 2019, this share decreased by 4 pp. The number of enterprises which have insurance against ICT security incidents increased by 2,1 pp compared to the year 2019 to 10,1%.

The following table shows the consequences of security incidents in more detail:
	The enterprises with ICT security incidents
(% of all enterprises)
	2022

	Unavailability of ICT services due to hardware or software failures
	9,5

	Unavailability of ICT services due to attack from outside, e.g. ransomware attacks, Denial of Service attacks
	1,8

	Destruction or corruption of data due to hardware or software failures
	2,7

	Destruction or corruption of data due to infection of malicious software or unauthorised intrusion
	1,2

	Disclosure of confidential data due to intrusion, pharming, phishing attack, intentional actions by own employees
	0,5

	Disclosure of confidential data due to unintentional actions by own employees
	0,7


USE OF ROBOTICS

The robotics was used in 6,7% of enterprises in the year 2022. Considering the enterprise size, robotics was used in 31,2% of large enterpises, 12,6% of medium enterprises and in 4,2% of small enterprises. 
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Industrial robots were used in 5,7% of enterprises, mostly in the area of Manufacturing (17,2%), Wholesale and retail trade; repair of motor vehicles and motorcycles (2,8%) and Professional, scientific and technical activities (2,2%). 
Service robots were used in 2,1% of enterprises, mostly in the area of Manufacturing (3,4%), Administrative and support activities (3%), Accommodation and food service activities (2,5%). 
Share of enterprises marking the following reasons that influenced the decision to use robots in enterprise is presented in the following table:

	The reasons influenced the decision to use robots in enterprise 

(% from all enterprises using robots)
	2022

	High cost of labour
	40,7

	Difficulties to recruit personnel
	33,1

	To enhance safety at work
	59,2

	To ensure high precision or standardized quality of processes and/or goods and services produced
	81,7

	To expand the range of goods produced or services provided by the enterprise
	49,1

	Tax or other government incentives
	59,2


ICT AND THE ENVIRONMENT

More than 66% of enterprises applies measures to influence amount of paper used for printing and copying and almost 48% of enterprises to influence energy consumption of the ICT equipment. Overview of shares of enterprises applying measures affecting the use of paper for printing and copying and the energy consumption of ICT equipment by economic branches is shown in the following chart.
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The following table shows how enterprises deal with unused ICT equipment:
	Unused ICT equipment 

(% of all enterprises)
	Total
	10 to 49 persons employed

(S)
	50 to 249 persons employed

(M)
	250 or more persons employed

(L)

	It is disposed of in electronic waste collection/recycling (incl. leaving it to the retailer to dispose of)
	82,2
	81,0
	85,2
	93,1

	The ICT equipment is kept in the enterprise (e.g. to be used as spare parts, fear of sensitive information being disclosed)
	46,0
	44,8
	47,9
	61,9

	It is sold, returned to a leasing enterprise, or donated
	29,7
	27,2
	35,8
	52,7


E-COMMERCE 
Sales of products and services via web and EDI were realized in 17,5% of enterprises in the year 2021. This share increased by 0,9 percentage points in   comparison with the year 2020. 
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These forms of sale was mostly used by enterprises in Repair of computers and communication equipment (46,2%), Wholesale and retail trade; repair of motor vehicles and motorcycles  (34,1%) and Accommodation and food service activities (22%).  In ICT sector sales of products and services via web and EDI were realised in 20,3% of enterprises. 
Share of enterprises with Sales of products and services via web increased in large enterprises by 1,1 pp to 19,3% compared to the year 2020. In medium enterprises by 0,8 pp to 15,8% and in small enterprises by 0,9 pp to 14,3%. 
Sales of products and services via EDI were realised in 4,7% of enterprises what is by 0,1 pp more than in 2020. This type of sales was used in 9,3% of enterprises in Manufacturing activities, in 8,4% of enterprises in Wholesale and retail trade; repair of motor vehicles and motorcycles activities.
More detailed results on web sales of goods or services in enterprises are provided in the following table:

	Through which website or application have enterprise web sales
(% of enterprises which had web sales)
	2019
	2020
	2021

	via enterprise's websites or applications 
	92,6
	92,0
	93,3

	via e-commerce marketplace websites or applications used by several enterprises for trading goods or services 
	32,4
	36,2
	33,5


Enterprises reported the following difficulties in selling to other EU countries: high costs of delivering or returning products (31,4% of enterprises), difficulties related to the VAT system in EU countries (15,4%), difficulties related to resolving complaints and disputes (14,9%), adapting product labelling (9,9%), restrictions from business partners to sell to certain EU countries (7,2%), lack of knowledge of foreign languages for communicating with customers (5,3%). 
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